
IRI Vendor Information Security Policy 

This document sets forth information security procedures to be established by all IRI vendors (each a 

“Supplier”) for performance of work on behalf of IRI (“IRI”) to be maintained throughout the term of 

any arrangement between the parties. These procedures are in addition to the requirements of any such 

arrangement between the parties and present a minimum standard only. 

A. Information Security Program. Supplier will establish and maintain information protection 

practices and procedures (“Security Program”) that comply with industry best practice and 

applicable Privacy Law (as defined below) as a means to preserve the confidentiality and 

security of IRI Information in its possession or control or of which it has the ability to access or 

impact and to protect IRI systems which it accesses or contacts. “IRI Information” includes the 

following, regardless of the media in which it is contained: (a) any information relating to an 

identified or identifiable individual irrespective of whether such individual is a IRI client, retailer, 

employee or other status (such as name, postal address, email address. telephone number, date 

of birth, Social Security number, driver’s license number, account number, credit or debit card 

number, health or medical information, or any other unique identifier); and b) Confidential non-

public business information including any IRI Confidential Information as such term is defined in 

the Agreement. 

Supplier’s Security Program will include at a minimum: 

1. Appropriate administrative, technical and physical safeguards and other security 

measures designed to ensure the security and confidentiality of IRI Information. 

2. A security design intended to prevent any compromise of its own information systems, 

computer networks or data files by unauthorized users, viruses or malicious computer 

programs which could in turn be propagated to IRI. 

3. Appropriate internal practices required to protect the data. 

4. All persons with authorized access to IRI Information must have a documented genuine 

business need-to-know prior to access. 

B. Data Incidents Notification. Supplier will promptly notify (but in no event more than 48 hours 

after the occurrence) the designated IRI security contact by telephone and subsequently via 

written letter of any potential or actual security attacks or incidents. The notice will include the 

approximate date and time of the occurrence and a summary of the relevant facts, including a 

description of measures being taken to address the occurrence. A security incident includes 

instances in which internal personnel access systems in excess of their user rights or use the 

systems inappropriately. In addition, Supplier will provide a monthly written report of all 

security incidents noting the actions taken. Supplier acknowledges that it is solely responsible 

for the confidentiality and security of IRI Information in its possession, custody or control and 

will hold IRI harmless from any suspected or actual breach or other compromise of IRI 

Information while in Supplier’s possession, custody, or control. The parties will collaborate on 

whether any notice of breach is required to be given to any person, and if so, the content of that 

notice. IRI will designate signatory to the notice. Supplier will bear all costs of the breach notice 

for breaches that occur while IRI Information is in Supplier’s possession, custody, or control. 



C. Third Parties. Unless otherwise agreed by the parties in writing, Supplier will not share, transfer, 

disclose or otherwise provide access to any IRI Information to any third party. Supplier will 

ensure that any approved third party supplier has an information Security Program reasonably 

equivalent to that required of the Supplier as applicable for the services such third party 

provides. Supplier will not share IRI Information with any other third party without prior written 

approval or, if required to comply with legal process, only after notice to IRI. Supplier will only 

retain third parties that are capable of performing the delegated obligations in accordance with 

this Security Exhibit. 

D. Ownership and Usage. Any IRI Information, including in any reconfigured format, will at all times 

be and remain the sole property of IRI, unless agreed otherwise in writing by IRI. Any usage of 

IRI Information is limited to the sole purpose expressly authorized by this contract. 

E. Compliance. Supplier will comply with (i) all applicable legal requirements (federal, state. local 

and international laws, rules and regulations and governmental requirements) currently in effect 

and as they become effective, relating in any way to the privacy, confidentiality, or security of 

IRI Information (collectively “Privacy Laws”); and, (ii} controls required by IRI. 

F. Notice of Process. In the event Supplier receives a governmental or other regulatory request for 

any IRI Information, it agrees to immediately notify IRI’s Legal Department in order that IRI will 

have the option to defend such action. Supplier will reasonably cooperate with IRI in such 

defense. 

G. Secure Disposition. Supplier will either return or dispose of IRI Information if no longer needed 

for IRI’s business or legal purposes or upon contract termination or upon IRI’s direction which 

may be given at any time. Any disposal must ensure that IRI Information is rendered 

permanently unreadable and unrecoverable. Upon reasonable notice and if requested by IRI, 

Supplier will provide IRI a certification by an officer of compliance with this section. 

H. Personnel and Supplier Protections. Supplier will screen all personnel contacting IRI Confidential 

Information, including customer confidential Information, for potential security risks and require 

all employees, suppliers, and subcontractors to assign an appropriate written 

confidentiality/nondisclosure agreement. Supplier will be responsible for all acts of its 

employees and subcontractors. 


