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1. Purpose  

This Global Data Privacy Policy (the “Privacy Policy”) provides Information Resources, Inc. (“IRI”) and its 
subsidiaries (collectively, “IRI” or the “Company”) a uniform process for governing the standards, 
procedures, and controls related to data privacy, while ensuring the proper implementation and 
maintenance of appropriate controls. 

2. Message from the Chief Privacy Officer 

As the world around us grows more interconnected and technology-driven, the proliferation of data – 
including the Personal Data of each of us – is increasingly an issue of concern. We expect organizations to 
protect our Personal Data, and to use and share such information in ways that are fair and ethical. Our 
clients deserve no less from us. In addition to this responsibility to our clients, we also have regulatory 
obligations to uphold, through which our compliance safeguards the reputation and profitability of our 
business. 

Working at IRI may bring you in contact with the Personal Data of our employees or clients. To safeguard 
the trust that has been placed in us as well as secure ongoing compliance, it is imperative that you follow 
our policies, standards, and procedures during all phases of information handling. Careful consideration 
of the information provided in this document and subordinate standards and procedures will help you 
fulfill your responsibilities as an employee. 

3. Contact information 

Any questions concerning the material presented in this document can be addressed to the contacts listed 
below. General inquiries may also be submitted through the IRI privacy inbox, which can be found at 
Privacy.Officer@IRIworldwide.com 

 

Legal Department 

Executive Vice 
President, General 
Counsel, and Chief 
Compliance Officer  

312-474-8355 General.Counsel@IRIWorldwide.com 

 

Privacy / Data 
Protection Officer 

Chief Privacy 
Officer and Global 
Data Protection 
Officer 

312-474-2662 Privacy.Officer@IRIWorldwide.com 

 

Information 
Security Office 

312-474-2865 InfoSecTeam@IRIWorldwide.com 

 

 

4. Scope 

This Privacy Policy applies to IRI, including all business units, departments, Personnel, third-parties and 
other service providers (non-employees) having a contractual arrangement with IRI that handle Personal 

mailto:Privacy.Officer@IRIworldwide.com
mailto:General.Counsel@IRIWorldwide.com
mailto:Privacy.Officer@IRIWorldwide.com
mailto:InfoSecTeam@IRIWorldwide.com
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Data. 

Any exception to this Privacy Policy must have a written approval from the IRI Data Protection Office with 
proper business justification, risks accepted, and compensatory controls. The Data Protection Office will 
review any exceptions identified through risk assessments or otherwise reported by associates in 
consultation with Legal to authorize an exception. 

 

5. Affiliated Privacy Policies and Procedures  

# Policy Scope Link Policy statement 

1.0 Privacy Mission 
Statement 

Global  IRI identifies the responsibilities of the privacy program 
and all relevant activities.     

 

2.0 Global Code of 
Conduct 

Global  IRI’s Global Code of Conduct sets the tone for ethical and 
honest dealings with each other and our clients.  

3.0 Information 
Security Policy 

Global  IRI defines an operational model with specified roles and 
responsibilities to establish governance over the IRI 
information security program. IRI establishes clear 
accountability for the management, operation, 
enforcement, and monitoring of the information security 
program in line with regulatory requirements and 
business commitments. 

4.0 Privacy Shield 
Notices on 
Commercial and 
Human Resources 
Data 

Global  IRI identifies the mechanisms for cross-border data 
transfers for commercial and human resources data.  

5.0 Third Party Risk 
Management 
(“TPRM”) 
Procedure 

Global  IRI establishes and maintains processes to identify, 
mitigate, and monitor privacy risks throughout the third 
party management lifecycle. 
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6. Definitions 

Key term Definition 

PERSONAL 
DATA 

Any information relating to an identified or identifiable individual to include linked data 
and/or linkable data and any combination thereof. This linked or linkable data to an alias, 
device ID, or any similar ID that singles out a user.  
An identifiable individual is one who can be identified, directly or indirectly, in particular 
by reference to (1) an identifier such as name, an identification number, location data, 
an online identifier or (2) one or more factors specific to the physical, psychological, 
genetic, mental, economic, cultural or social identity of that individual.  
Important Note: identifiable data increases the riskiness of the processing. Eliminating 
any personal identifiable information from a data set may take the data out of scope. For 
example, POS data is out of scope. Note: IRI considers tokenized, hashed, or encrypted 
loyalty card numbers to be pseudonymous Personal Data covered by the GDPR.   

PROCESSING The term Processing is very broad. It essentially means anything that is done to, or with, 
personal data (including simply collecting, storing or deleting the data). The GDPR is likely 
to apply wherever IRI does anything that involves or affects Personal Data. 

DATA 
CONTROLLER 

  

 

IRI is a Data Controller when IRI determines the type of Personal Data to collect, controls 
how that Personal Data is processed and determines how the Personal Data is used.  For 
example, IRI is the Data Controller when it processes Personal Data from data subjects 
who are members of an IRI panel or survey that IRI is directly managing for its own 
benefit; when we processes Personal Data collected from an IRI public website; when we 
engage in directing marketing activities for the benefit of IRI; and by operating our 
business (human resources data).   

DATA 
PROCESSOR 

IRI is a Data Processor when IRI provides data Processing services to a Data Controller 
(generally, IRI’s loyalty card services, CRMs and marketing on behalf or for the benefit of 
a client) and IRI does not have ultimate control over what Personal Data is collected and 
how it is used. When IRI is a Data Processor, it Processes data on behalf of the customer 
and does not have the right to Process data beyond the customer’s instructions. For 
example, IRI is the Data Processor when it Processes Personal Data from consumers who 
are members of an IRI run panel or survey that IRI is conducting on behalf of a client; 
when we process encrypted loyalty card numbers for a client, or when we engage in 
directing marketing activities for a client as part of a client contract.  

DATA 
SUBJECT 
RIGHTS 

The set of rights afforded to individuals in certain jurisdictions to request information 
about the Personal Data collected or stored by IRI and to exert choice or control over 
how that data is used by IRI. These rights may include: 
• The right to obtain information about data processing activities happening at IRI 
• The right to obtain a copy of all data held or processed by IRI 
• The right to have Personal Data be purged, corrected, or ported 
• The right to restrict or block processing 
• The right to freely withdraw consent 

Personnel All employees, contractors, co-employees, and temporary staff of IRI. 
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1. Purpose 

This IRI Global Privacy Policy Part II – GDPR (the “GDPR Policy”) is designed to ensure that the activities 
of Information Resources, Inc. and its subsidiaries (collectively “IRI” or the “Company”) not only 
comply with the GDPR but also meet IRI’s high standards, which often go above and beyond what is 
legally required. The GDPR requires strict adherence to some rules and subjective risk-based actions 
in others; there may be more than one way to achieve compliance with the GDPR and satisfy IRI’s high 
standards. As an employee or contractor of IRI, you must follow the GDPR Policy. If you unsure about 
it, speak with IRI’s legal department, the IRI Data Protection Office, or the Data Protection Officer.   

 

2. GDPR Core Principles  

A. NOTICE 

IRI is committed to delivering notice wherever we process a consumer’s personal data.  

When possible, provide a one-click-to-review link to the privacy notice/policy at the point of notice & 
choice.  For example: 

• At each point where data is collected (e.g., at online point of collection or via that page’s footer 
(if analytics, only)) from the consumer; and 

• At the point before consent is obtained (e.g., like a cookie notice before the person clicks “I 
agree”). 

Make notices persistent: Example: for mobile apps, it’s preferable to keep a copy of the policy in the 
app (rather than server side) for offline access.  

Ensure that all signups include a notice to explain to the customer why they’re submitting personal 
data, and a one-click review of the Privacy Policy. While these practices are less applicable in the 
business to business setting they are important for job applicant portals, solicitations, surveys, and 
many other aspects of IRI’s business. 

 

B. CONSENT 

Affirmative consent (an affirmative act to signify agreement) is required for processing personal data. 
Ensure that the data subject may withdraw consent at any time.  Notice and consent should be clear 
and conspicuous.  

The following activities require affirmative consent: 

• SMS marketing 

• E-mail marketing  

• Joining a panel 

• Disclosure of personal data to third parties  

Ensure a clear link to the Privacy Policy (with the opportunity for pre-consent review) for each 
consent opportunity. 

All marketing email or media (regardless of direct channel) must include an opt-out link so that the 
user may withdraw her consent. 
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C. DIRECT MARKETING: NOTICE & CONSENT REQUIREMENTS  

IRI will unsubscribe direct marketing data subjects promptly after a request. 

How to get consent: Have the data subject take affirmative action to accept the notice and consent. 
The consent may only serve the primary purpose (versus a secondary purpose) of the notice.  

Examples: 

1. Ticking a box and clicking on an “I agree” button. 

2. Providing unique information to identify the user (e.g., an email address) and clicking a button. 

3. At the time of registration or personal data submission (e.g., email signup), delivering a clear 
consent statement and a button to click. 

For each consent process, provide a clear link to the privacy policy (with the opportunity for pre-
consent review). 

What fails to qualify as consent: 

1. Pre-ticked boxes, silence, or inactivity.  

2. References to General Terms and Conditions with a remark that by using the website or app, the 
user agrees to the Terms and Conditions.  

Make the notice and consent clear and conspicuous, with an affirmative act needed to signify consent. 
There are no specific requirements for the size of the tick boxes or similar format requirements.  

Include an in-message opt-out mechanism in all marketing email or electronic messages. 

 

D. COOKIES: NOTICE & CONSENT REQUIREMENTS FOR ALL DIGITAL CHANNELS 

Serve a cookie notice (banner) to use tracking technologies (e.g., web beacons, essential cookies, etc.)  

a. Ensure the notice and consent mechanism appear at any URL to the site that the visitor enters.  

b. Ensure the banner persists (all the way through navigation) until the user clicks “consent” 
or ”agree.”  

c. Make the banner configurable for placement and size. And ensure the banner appears above 
the fold. 

Classify cookies and apply consent profiles: Differentiate between non-essential cookies and essential 
cookies. Most tracking cookies are non-essential. Essential cookies are cookies that are necessary to 
carry out or facilitate the transmission of a communication, or are strictly necessary to provide an 
online service that the user requests.  

Multi-purpose cookies: Analyze cookies by their purpose. If there’s more than one purpose, you must 
analyze each purpose to apply the required cookie profile. You can’t repurpose cookies for a different 
purpose; analyze each cookie by processing purpose.  
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E. RIGHT TO OBJECT TO PROCESSING (OPT-OUT) 

Consumers may object to processing on grounds relating to his or her particular situation at any time, 
including to profiling. If asserted, IRI must no longer process the personal data unless we demonstrate 
compelling legitimate grounds for the processing which override the interests, rights and freedoms of 
the user, or for the establishment, exercise or defense of legal claims. 

The user has the right to object at any time to processing his/her Personal Data. We may maintain 
other lawful processing, like order fulfillment. We must bring the right to object to the consumer’s 
attention clearly and separately from any other information. Example of a right to object: Email opt 
out.  

Right to object (mainly in context of direct marketing and profiling) must be afforded via: 

• Telephone. 

• Within the service that the customer has opted into, such as email or SMS text messages. 

You should configure systems so that IRI can stop processing data for direct marketing or profiling 
purposes once the user objects to the processing of his or her data.  

 

F. RIGHT TO ERASURE 

Erase personal data when it’s requested. Acknowledge and process requests promptly and 
accommodate requests without undue delay. Right to erasure may be provided for via: 

• Telephone. 

• Email. 

• Online account. 

IRI has adopted internal operational and technical procedures on how to deal with user requests that 
you must follow carefully. If you have any questions you should contact IRI’s Data Protection Officer 
at Privacy.Officer@IRIworldwide.com. 

 

G. RIGHT TO RESTRICT DATA PROCESSING  

Honor consumers’ right to restrict processing under these circumstances: 

• Consumer contests accuracy.  

• The processing is unlawful and the user requests to restrict its use only to lawful uses.  

• The customer needs the information we have to establish, exercise, or defend a legal claim, but 
wants its use restricted otherwise.  

• If you need time to decide whether we have legitimate grounds to override the use restriction 
request. Suspend processing until we make a determination. 

IRI has adopted internal operational and technical procedures on how to deal with user requests that 
you must follow carefully. If you have any questions you should contact IRI’s Data Protection Officer 
at Privacy.Officer@IRIworldwide.com 

 

mailto:Privacy.Officer@IRIworldwide.com
mailto:Privacy.Officer@IRIworldwide.com
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H. RIGHT OF ACCESS – Data Subject Access Requests 

IRI will ensure that consumers have the right to obtain confirmation of our processing of their data, 
and access their personal data. 

Data transfers: When IRI is a Data Controller and we are transferring personal data to a third country 
or to an international organization, the user has a right to access information about the safeguards 
(e.g., presence of Model Contract) relating to the transfer.  

We (as controller) must provide a copy of the personal data that’s being processed. For any further 
copies requested by the user, the controller may charge a reasonable fee based on 
administrative costs. 

IRI has adopted internal operational and technical procedures on how to deal with Data Subject 
Access Request that you must follow carefully. If you have any questions you should contact IRI’s Data 
Protection Officer at Privacy.Officer@IRIworldwide.com 

 

I. RIGHT TO RECTIFICATION 

Consumers have the right to rectify (correct) inaccurate personal data.  

Consumers have the right to have incomplete personal data completed, including by means of 
providing a supplementary statement. 

We (as controllers) may provide right to rectification via: 

• Telephone, via Customer Care 

• Email 

• Online account  

IRI has adopted internal operational and technical procedures on how to deal with rectification 
requests that you must follow carefully. If you have any questions you should contact IRI’s Data 
Protection Officer at Privacy.Officer@IRIworldwide.com 

 

J. RIGHT OF DATA PORTABILITY 

Honor a consumer’s right to data portability.  

The right to data portability only applies: 

• To Personal Data a user has “provided” to us. This means: 

- Data actively and knowingly provided by the consumer (for example, mailing address, user 
name, age, etc.); 

- Observed data that we acquire by virtue of the consumer’s use of our services. They may for 
example include a person’s search history, traffic data, and location data.  

- Information sourced from credit bureaus is not subject to data portability. 

• Where the processing is based on the user’s consent or for the performance of a contract; and 

• When processing is carried out by automated means. 

Timing: Respond to a request without undue delay – no later than a month. This can be extended 

mailto:Privacy.Officer@IRIworldwide.com
mailto:Privacy.Officer@IRIworldwide.com
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where the request is complex or a number of requests are received. Always notify the DPO of requests 
you are processing and when they were received.  

Provide access to Personal Data in a structured, commonly used and machine-readable form: 

• A document is “machine-readable” if it is in a file format that’s structured so software applications 
can easily identify, recognize and extract specific data from it. Machine-readable formats can be 
open or proprietary, or based on a formal standard or not. Documents encoded in a file format 
that limits automatic processing (because the data can’t easily extracted) are not considered 
machine-readable.  

• Examples of commonly open formats are CSV, XML or JSON files along with useful metadata at 
best-level of granularity: ideally, it should be enough to enable function and reuse of the data 
possible (e.g., pdf version of an email inbox would not be sufficient.) Formats with costly licensing 
wouldn’t be considered adequate.  

Authenticate the request via traditional methods. 

 

K. PRIVACY POLICY 

Provide users, whose Personal Data will be processed, with a notice of data collection, processing, 
and transfers.  

Provide a one-click-to-review link to our privacy notice/policy at the point of notice & choice.  

For example: 

• At each point where data is collected (e.g., at online point of collection; or if analytics or observed 
only, via that page’s footer).  

• When consent is obtained, including if consent is obtained via email; and 

• For mobile apps, it is preferable to keep a copy of the policy in the app for offline access. 
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